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Hunting:
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Discovery



Is HackerOne Bug Bounty?

Crowdsourced Security Platform
e Bug Bounty Programs

e Vulnerability Reporting Workflow
e Ethical Hacking Framework

e Used by Major Companies




Neon

e Open-Source Database Company
e Separation of Storage & Compute
e Key Features

o Autoscaling

o Instant branching (for quick testing environments)
o Bottomless storage (no storage limits)
e Security-Focused

e Innovation-Driven



HTML Injection Overview

Why it matters?

e Stored/DOM-based XSS can lead to user-level compromise

e Elevating a known vulnerability
e Validating Neon's security posture
Scope of Testing
e Focused on authenticated pages and user-controlled inputs

e Operated within the constraints of Neon's Bug Bounty Disclosure



HTML Injection Setup and Testing

Environment Setup

e MacOs system using OWASP ZAP for traffic interception/vulnerability scanning

e Test accounts created using HackerOne alias

e ZAP configured for both passive and active scanning
Testing

e Mapped application endpoints/user flows

e Injected known XSS payloads into user-editable fields

e Checked for payload persistence and JS execution in DOM



Results

Findings

e No successful payloads were
e All were escaped before any executi
LELCEWEVE
e Neon's current sanitization appears effective against common XSS escalation
e Proper output encoding and input filtering are present
e Userinputs are handled with appropriate escaping
Next Steps
e Explore other input contexts or chained vulnerabilities
e Test across different browsers

e Review JS source maps or API responses for hidden/overlooked parameters



Misconfigurations

CORS: What It Is, Why It's
Important, And How To Exploit It



What Is CORS & Why It Matters

Why it matters?
e Stops malicious pages access to authenticated API responses
e Complements HTTPS & server-side auth
e Misconfig risk: wildcard * or reflecting arbitrary Origin with credentials

Scope of Testing

Browser
example.com

e Focused on account accessible APl endpoints p—

fetch(api.example.com/func)

Server

request
. /func endpoint

l > response

e Ignored public facing API




-w
Testing For CORS Misconfigurations

Tools
e Curl: quick header check
e Burp Browser: capture a APl request

e Burp Repeater: edits the contents of a request and repeat it

Execution

1. Capture a request to an APl endpoint

Ooops!

Inspect it in Burp Suite Page not found...

Sorry, the page you are looking for doesn't exist or

Send to repeater to alter request
Back to Home —

W N

Resend with foreign origin site




Dashboard Target

Intercept HTTP history

Proxy
WebSockets history

Intruder

Repeater Collaborator

Match and replace

7 Filter settings: Hiding CSS, image and general binary content

Host
https://console.neon.tech
https://01373725.ingest.sentr...
https://console.neon.tech
https://console.neon.tech
https://console.neon.tech
https://analytics.neon.tech
https://neonstatus.com
https://dfv3qgd2ykmrx.cloud...
https://console.neon.tech

Method URL

/asses/assets/index-v1:6ijdAjs

/api/6681775/envelope/?sentry_ver...

/api/v2/users/me

/api/v2/users/me/consumption?limit...

/api/v2/projects ?limit=200
A S
T X
/api/vi/summary
/assets/assets/prism-python-47c5...

/api/v2/projects?limit=200

integrations/madk..

https:, qgd2y .cloud.
https://analytics.neon.tech
https:, .cloud

ts prism-bash-9¢cd467...
/next-integrations/integrations/vend...

https://dfv3qgd2ykmrx.cloud...

ts, prism-sql-4fd3a13d...
/assets/assets/prism-json-a782435...

https://c .cloud

prism-css-db2d0e5...

https://d .cloud
https://cdn.madkudu.com
https://us.i.posthog.com
https://us.i.posthog.com
https://track.neon.tech
https://track.neon.tech
https://us-assets.i.posthog.c...
https://us-assets.i.posthog.
https://01373725.ingest.sentr...
https://us.i.posthog.com
https://www.google-analytics....
https://us.i.posthog.com
https://us.i.posthog.com
https://us.i.posthog.com
https://console.neon.tech
https://console.neon.tech
https://us.i.posthog.com
https://us.i.posthog.com
https://console.neon.tech
https://console.neon.tech
https://us.i.posthog.com

GET
POST

prism-j ipt-8d...
/madkudu.js/v1/46b117ab180c7a5.
/api/surveys/?token=phc_yv8ksk9...
/decide/?v=48&ip=0&_=1748633229...
A
Nilp
/array/phc_yv8ksk9v2FajpXIXVHYj...
/static/recorder.js?v=1.235.0

/api/6681775/envelope/?sentry_ver...

/e/?p=08&_=17486332322538&ver=1...
&tid=G-COWQGCS3K...
7486332437508ver=1...

=1748633250062&ver=1...
1748633259110&ver:

/api/v2/projects ?limit=200

/api/v2/users/me

/s/?ip=08&_=17486333051098&ver=1...

/s/?p=08&_=17486333101118&ver=1...

/api/v2/users/me

/api/v2/projects?limit=200

/s/?ip=0&_=17486333156808ver=1...

Sequencer

{8} Proxy settings

Params Edited

SNANRY

A YA VAN N N NN

AN

Decoder

Status code

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
204
200
200
200
200
200
200
200
200
200
200

Comparer

MIME type Extension

script
JSON
JSON
JSON
JSON
script
JSON
script
JSON
script
script
script
script
script
script
script
JSON
JSON
JSON
JSON
script
script
JSON
JSON
text

JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON

Logger

s

Organizer

Title

Extensions

Learn

&

P

104.18.22.51
34.120.195.249
104.18.22.51
104.18.22.51
104.18.22.51
3.167.138.35
66.33.60.194
108.159.224.151
104.18.22.51
108.159.224.151
3.167.138.35
108.159.224.151
108.159.224.151
108.159.224.151
108.159.224.151
108.156.120.34
44.194.201.216
44.194.201.216
3.162.163.78
3.162.163.78
104.22.59.181
104.22.59.181
34.120.195.249
44.194.201.216
142.250.191.110
44.194.201.216
44.194.201.216
44.194.201.216
104.18.22.51
104.18.22.51
44.194.201.216
44.194.201.216
104.18.22.51
104.18.22.51
44.194.201.216

https://console.neon.tech

GET

https://www.google-analytics....
https://console.neon.tech

Request

Pretty
U&=

Hex
searcn

Eventlog (3)®  Allissues

POST
GET

/api/v2/billing/invoices

200

JSON

104.18.22.51

/g/collect?v=28&tid=G-COWQGCS3K...
/favicon.ico

«REB

» U nigniignts

Response

= Pretty
TYT

204
404

Raw
4

Hex
searcn

text
HTML

e » =

U nigniignts

Inspector

142.250.191.110
104.18.22.51

N N e e Y e N N N

Request attributes

@ Memory: 195.4MB




Dashboard Target Proxy Intruder Repeater Collaborator

Pretty Raw Hex

GET /api/v2/billing/invoices HTTP/2

Host: console.neon.tech

Origin: https://evil.com

Authorization: Bearer
eyJhbGci0iJSUzIINiIsInR5cCIg0iAiS1dUTiwia21kIiA6ICIHOVIMV2RYS2Z@YmOwe
F80Uj ZEUFNpRGluQmZNemEzR25aRWYxSmdRc LpBINnG. ey leHAi0j E3NDg2MzM1MjYsIm
1hdCI6MTcOO0DYzMzIyNiwiYXV@aF90aW11IjoxNzQ4NjMzMjI2LCIqdGki0iI2ZTcwMTL
kZCOyYWFjLTRjMmItYWESYS1mZDVmZTQxZDZKMTAiLCIpc3Mi0iJodHRwczovL2NvbnNy
bGUubmVvbi50ZWNoL3J1YWxtcy9wem9KkLXI 1YWxtIiwiYXVKIjpbIm51b24tY29uc29sZ
SIsImJyb2t1ciIsImFjY291bnQiXSwic3ViIljoiODk@OODhKNGEtYzIyZi@@YWI1LWI3M]
gtNGY10TAyMWY4Nzc5IiwidHlwIjoiQmVhemVyIiwiYXpwIjoibmVvbiljb25zb2x1Iiw
1c21kIjoiY2E4MmMx0DUtODM2ZCOOMGZhLTgwZDEtZTgxZTASNDIzMmIkIiwicmVibCI6
MSwiYWxsb3d1ZClvcmlnaW5zIjpbImh@dHBZz0i8vY29uc29sZS5uZWIuLnR1Y2giXSwic
mVhbG1fYWNjZXNzIjp7InlvbGVzIjpbImR1ZmF1bHQtcm9sZXMtcHIVZC1lyZWFsbSIsIm
9mZmxpbmVfYWNjZXNzIiwidW1hX2F1dGhvem16YXRpb24iXX19LCIyZXNvdXJjZVOhY2N
1c3MiOnsiYnJva2VyIjp7InJvbGVzIjpbInI1YWQtdGIrZW4iXX0sImFjY291bnQiOnsi
cm9sZXMi0ls ibWFuYWd1LWFjY291bnQiLCItYW5hZ2UtYWNjb3VudClsaW5rcyIsInZpZ
XctcHIvZmlsZSJdfX@sInNjb3B1IjoiIn@.Vn2X6UgjShj8azYyVIx7wX1u9pKDxjzP5Q
-yzQvXRkutMlo2aA3MAmqfsnB5DhP930zLkzE1mg-sZxNF2ENQ1XhZ6YqgWOECc npch]
mJzImpIVC_ej0qYQfRdFqk4nI1l_4HqP2qjW6BS8dFIQ-UVYXV3M1TgZpD5FpeKOjAfj5e
IVH1Es

User-Agent: Mozilla/5.0

Accept: application/json

@ & (<[] [ searcn P

Eventlog(3)®  Allissues

Sequencer

OB €l> oh P

0 highlights

Decoder Comparer Logger Organizer Extensions

Response

Pretty Raw Hex

HTTP/2 401 Unauthorized

Date: Fri, 30 May 2025 19:35:13 GMT
Content-Type: application/json
Content-Length: 123

Referrer-Policy: strict-origin-when-cross-origin
Strict-Transport-Security: max-age=63072000;
includeSubDomains; preload

Vary: Origin

X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Neon-Ret-Request-Id:
b7569aa9-bd50-498b-85a7-abe5920162el
Cf-Cache-Status: DYNAMIC

Server: cloudflare

Cf-Ray: 9480ac621cc761c4-0RD

{
“request_id":
"b7569aa9-bd50-498b-85a7-abe5920162e1",
“code™: ",
"message":
“supplied credentials do not pass authentication"

0 highlights

Learn

Target: https://console.neon.tech y

Inspector

Request attributes
Request query parameters
Request body parameters
Request cookies

Request headers

Response headers

@ Memory: 195.4MB
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576 bytes | 42 millis

* Disabled v




Dashboard ~ Target  Proxy Intruder Collaborator  Sequencer

Repeater

Pretty  Raw  Hex

GET /api/v2/billing/invoices HTTP/2
Host: console.neon.tech
Origin: https://evil.com
Cookie: _gorilla_csrf=
MTcOODYzMzE40HxJakpGhnpaWk1uSkVXVKYxWjiNKMGNqWndj alF6ZGtKNVNWbDZZV1IRVDIWVIX
TjVTakZsUnp0dUsyTT13Z289fAQVzHuvS 19027ChXybBQ3esit6Mv_bwnrIwshdsesP—;
ajs_anonymous_id=a57b01f8-7cbf-46fd-98ab-77c6f167863; _ga=
GA1.1.240649900.1748633190; mkjs_group_id=null; keycloak_token=
%7B%22AccessToken%22%3A%22eyIhbGci01ISUZIINIISINRSCCIgOiAIS1dUT iwia2 LkIiA6IC
JHOVImV2RyS2Z0Ym9weF 80U j ZEUFNPRG LuQnZNemE zR25aRWYxSmdRc 1pBIn@. ey 1eHAi0j E3ND
g2MzM1M]YsInlhdCIGMTCOODYZMzIyNiwiYXV0aF90aW1 11 joxNzQaNjMzMj12LCIqdGki0iT2ZT
CwMT1kZCOYYWFjLTR MLt YWESYS1nZDVmZTQxZDZKMTALLCIpc3Mi0ilodHRwczovL2NVbiNvbG
UubmVvbi50ZWNOL3J 1YwxtcyOwcm9KLXI 1YWt TiwiYXVKIjpbIn51b24tY29uc29sZSIsInlyb2
t1ciIsInFjY291bnQiXSwic3Viljoi0Dk@ODhKNGEtYzIyZi00YWI1LWI3M}gtNGY10TAYMWY4NZ
c5TiwidHlwIjoiQmVhcmVyTiwiYXpwIjoibmVvbiljb25zb2x1Tiwic21kIjoiY2E4MmMXODUOD
M2ZCOOMGZhLTgwZDEZTgxZTASNDIZMmIKI iwiYWNyIj0iMSIsInFsbGI3ZWQtb3IpzZ2lucyI6hy
JodHRwczovL2NvbnNvbGUUbmVvbiS0ZWNOI 105 Ind LYWxtX2FjY2VzcyI6eylyb2x Lcy I6WyIkZi
ZhdWxOLXIvbGVzLXByb2Qt cmVhbGOiLCIvZNZsaW5 1X2FjY2VzcyIsInVtYVShdXRob3IpenFoal
9uIT19LCIyZXNvdXJjZVOhY2N1c3MiOnsiYnIva2VyIjp7IndvbGVzIjpbInI LYWQtdGOrZWAiXX
0SInFjY291bnQiOnsicm9sZXMi0ls ibWFuYWdLLWFjY291bnQilCItYWShZ2UtYWNjb3VudClsal
5rcyIsInZpZXctcHIvZmlsZSIdfX0sInNjb3B1Ij0ib3B1bmkIGVtYWLsIHByb2ZpbGUiLCI bW
FpbF92ZXJpZm1ZCI6dHI1ZSwibmFtZSI6InNrcm1vdGFjQHd1YX] 1aGFja2Vyb25 lLmNvbSIsIn
ByZWZ1cnJ1ZF91c2VybmFtZSI6InNrcmlvdGFjQHA1YX]1aGFja2Vyb251LmNvbSIsIndpdmVuX2
5hbWUi01)za3)th3RhYOB3ZWFyZWhhY2t1cm9uZS51b20iLCI1bWFpbCI6INNrcmlvdGFjQHALYX
J1aGF ja2Vyb251LuNvbS19. kR7bp6XSn1j08nMTed_QmbS0bSnPHSh1sqHU9_KIMVLLWXKXAW7VO
y1La16D49t4jSLEOHUD696 ] FI6KPDSGq1ADAOVHWN2KXUCRMint fAWCPLSXAKHBLArMYUSEOXFRX
Rnzen9BMYVD rX6BxzYOkW_Ymd rhcUlexQ_xmfnYmf7CvDKgj0-mplImU2RMay T4AFOUZS8REETS 1
Zup75313VbTcsIFchogTIr3ekn6WUD74nuwVtcNX_YoviHa054650yVuzaKk19GiTf fZ2E0guDs1
Y75hj_FOksTur713bg 213RB4ktbTGUNBAYPIKV ] bv jwA%22%2C%22Refres
hToken%22%3A%22eyJhbGci0iITUZUXMiISINRSCCIQOiAIS1dUTiwia2 LKIiAGICIKNDZhYZhiZ
1040TdjLTRIMDIYjg1Yi02ZTg5Y2d INDNiZjQifQ. eyI1eHAi0j E3NDkyMzgwMjYsInthdCIGMT
C00DYzMzIyNiwianRpIjoiYzhiZTESMDUtMDVLYy0OOTFmLWF LYWMtZWVMZWULY ] kOMTNKI iwiaX
N2Ij0iaHROCHM6LY9jb252b2x1Ln51b24udGVjaCyZWFsbXMycHIVZClyZWFsbSISInF1ZCI6Im
hodHBZ018vY29uc295ZS5uZWIuLNR1Y2gvCmVhbG1zL3Byb2QtcmVhbGOiLCIZdWIi0i140TQ406
Q0YS1jMjImLTRNYjUtYj cy0C@OZjUSMDIXZ]jg3NzkiLCIBEXAL0iISZWZYZXNOT imiYXpwIjoibm
Vvbiljb25zb2x1Tiwic21kIj0iY2E4MmMXODUtODM2ZCOOMGZhLTgWZDELZTgXZTASNDIZMnIK i
wic2NvcGUi01iIvcGVuaWQgYWNyIHIvbGVZIGVtYWLSIHByb2ZpbGUgd2ViLWoyawdpbnMgYmFzaw
MifQ. lduxZo_e®iFv9qUwvnNmO_wMtTTn20g-0VSHCAQyGfRW_x12GUv17kyee7veESv0adHGHp
yZz_rWhYiNETESws22%7D; neon_login_indicator=; zenith=

Q& €[>

Done

Searc £ 0highights

Eventlog (3)®  Allissues

Decoder

Comparer  Logger Extensions

Target: https://console.neon.tech />

Response
Pretty  Raw  Hex

[TTP/2 200 0K

Date: Fri, 30 May 2025 19:38:59 GMT
Content-Type: application/json; charset=utf-8
Content-Length: 15
Referrer-Policy: strict-origin-when-cross-origin

5 Set-Cookie: keycloak_token=
%7B%22AccessToken%22%3A%22eyIhbGci01SUZIINITSInRScCIgOiALS
1dUTiwia21KI1A6ICIHOVIMV2RyYS2Z0YmIweF80Uj ZEUFNpRG LuQnZNemEz
R25aRWYxSmdRcpBInG. ey] leHAi0jE3NDg2M2QyMzks Im hdCI6MTcOODY
zMzkz0SwiYXV0aF90aW1 11 j oxNZQ4NjMzMj 12LCIqdGki0iI4YWMOOWM30S
1KYJMALTRNYWMtOWUZZS@3N2ZhNTEYNWU20DQ1LCIpc3Mi0iodHRwCzovL
2NvbnNvbGUUbmVvbi50ZWNOL3] 1Yxt cyOwcm9kLX] LYWt TiwiYXVKIjpb
In51b24tY29uc2952SIsInJyb2t1ciIsImFjY291bnQiXSwic3Viljoi0Dk
Q0DhKNGEtY2TyZi00YWI1LWI3M]gtNGY10TAYMWY4NZCSTiwidH1wIjoi0m
VhemVyTiwiYXpwIjoibmVvbiljb25zb2x1Iiwic21kIjoiY2E4MmMXODULO
DM2ZCOOMGZhLTgWZDELZTgxZTASNDIZMnIK L iwiYWNyTjoiMSISInFsbGO3
ZWQtb3pZ2lucyI6WyJodHRWCzovL2NvbnNvbGUUbMVVbi50ZWNoT 10sIn]
1YWxtX2FjY2VzcyT6eylyb2x ey I6WyIkZWZhdWxOLXIVbGVZLXByb2Qtcm
VhbGOilCIvZmZsaWs1X2FjY2VzcyIsInVtYVOhdXRob3IpemFoaWguIl19L
CJyZXNvdXJjZV9hY2N1c3MiOnsiYnIva2VyIjp7InIvbGVzI;pbInI 1YWQt
dG9rZW4iXX0sInFjY291bnQi0nsicmdsZXMi0Ls ibWFuYWd1LWF}Y291bnQ
iLCItYWShZ2UtYWNjb3VudClsaWSrcyIsInZpzXctcHIvzmlsZSIdfXosIn
Njb3B1Ij0ib3B1bmlKIGVtYW1sTHByb2ZpbGUiLCIbWFpbF92ZXIpZnl1Z
CT6dHI1ZSwibmFtZSI6InNrcm1vdGFjQHA1YX] 1aGFja2Vyb251LuNVbSIs
InByZWZlcnJ1ZF91c2VybmFtZSI6InNrcmlvdGFjQHA1YX] 1aGFja2Vyb25
1LmNVbSTsIndpdmVuX25hbWUi01]za3]tb3RhY@B3ZWFyZWhhY2t LcmOuzS
5)b201LCI1bWFpbCI6InNrcm1vdGFjQHA 1YXI1aGF ja2Vyb251LmNvbS19.
a_4sxxCswqSeR_f6GqVHH14TFHMUFOf_uAYwGipCFdTDHta fWHXPAWZOMiu
VU_BOhefm1XP2z1EUT65FHFTxhzZa12d60xd3aegibHSVwoeW3QiuwkaNzZ0
J_ZK1DY9uKfcjmo@miYWbOVsy15-ZXMDIvIgUB_R64V] YinXQUvBRvmX7SK
yZEmwlumi5aX7YmePwGOP100Kjn_eZpBzbx02HLInSH1h1Ab-4fESVO1KkV-
q0IGH7BzZEj jNzo 14D tMwk 1KeDgEQ: jF: _20
FCA0Z3KYH-RAdFtYH1C LAPLKWStVXG52ihLu_5hKRUxXaw’s22%2C%22Re f
reshToken%22%3A%22eyJhbGci0i) TUzUxMiTsInR5cCIg0iAIS1dUTiwia
21KIiA6ICIKNDZhYZhiZi040TdjLTRIMDItY g1Yi02ZTg5Y2d INDNiZ;Qi
Q. eyJ1eHA10j E3NDKyMzg3Mzks InlhdCI6MTCOODYzMzkz0SwianRpTjoi
ZGTWYTKAN2TtNZVmZS@OMGTALWINNZEtMjQy0GZhYTkzYWQOT iwiaXNzI o
1aHROCHM6LY9jb252b2x1Lm5 1h24udGVjaCIyZWFsbXMycHIVZC1yZWFsbS
IsIF1ZCI6I 18vY29uc2! WOuLnR1Y2gvemVhbG1zL3Byb

O ®[€)B) (m 5

0 highiights

© Memory: 195.8M8

Selection

® @

2959 (0xb8f)

Inspector

Selected text

HTTP/2 200 0K \r \n
Date: Fri, 30 May 2025
19:38:59 GMT \r \n
Content-Type: applicat
ion/json; charset=utf-
8\r \n

Content-Length: 15 \r

Seemore v

Decoded from:  URL encoding v
HTTP/2 200 0K \r \n
Date: Fri, 30 May 2025
19:38:59 GMT \r \n
Content-Type: applicat
ion/json; charset=utf-
8\r \n

Content-Length: 15 \r

Seemore v

Request attributes

Request query parameters 0

Request body parameters 0

Request cookies 1

Request headers 18

2,959 bytes | 154 milis

* Disabled

0

HTTP2 (D)

3p
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suopoe wolsny <

@

Pretty

Response

Raw

InByZWZ1cnJ1ZF91c2VybmFtZSI6InNrcmlvdGFjQHd1YXJlaGFja2Vyb25
1LmNvbSIsImdpdmVuX25hbWUi0iJza3Jtb3RhYOB3ZWFyZWhhY2tlcm9uzs
5jb20iLCI1bWFpbCI6INNrcmlvdGFjQHd1YXJ1laGFja2Vyb251LmNvbSJ9.
a_4sxxCswqSeR_f6GqVHH14IFHMUFof_uAYwGipCFdTDHtafWHXPAWZz@OMiu
VU_BOhefm1XP2z1EUT65FHFTxhzZalZd60xd3aegibHSVwoeW3QiuWkANZz@
J_ZK1DY9uKfcjmo@miYWbOVsy15-ZXMDIv9gUB_R64VjYinX@UvBRvmx7SK
yZEmwlumi5aX7YmePwGOPi00Kjn_eZpBzbx02HLInSH1h1Ab-4fE5volkV-
q0JGH7BzEj jNzo7QVBM5mzGV14DtMwk LKeDgEq—-mQ6 j FzZV3oNHmQeO_ZUk
fFCA0z3kYH-RddFtYH1CTAPLkW8tvXG52ihLu_5fhkRUxaw%22%2C%22Ref
reshToken%22%3A%22eyJhbGci0iJIUzUxMiIsInR5¢cCIg0iAiSldUIiwia
21kIiA6ICIKNDZhYzhiZi@40TdjLTRIMDItYjglYi@zZTg5YzdINDNiZjQi
fQ.eyJ1leHAi0jE3NDkyMzg3MzksImlhdCI6MTcO0DYzMzkz0SwianRpIjoi
ZGIWYTk4N2ItNzVmZSQOMGI4LWIhNZEtMjQy0GZhYTkzYWQ@IiwiaXNzIjo
iaHROCHM6LY9jb25zb2x1Lm51b24udGVjaC9yZWFsbXMvcHIvZC1yZWFsbS
IsImF1ZCI6Imh@dHBZz0i8vY29uc29sZS5uZW9uLnR1lY2gvcmVhbG1zL3Byb
2QtcmVhbGOilCIzdWIi0iI40TQ40GQOYS1jMjImMLTRhYjUtYjcy0C00ZjUS
MDIXxZjg3NzkilLCJ0eXAi0iJSZWZyZXNoIiwiYXpwIjoibmVvbiljb25zb2x
1Iiwic21kIjoiY2E4MmMx0DUt0DM2ZCOOMGZhLTgwZDEtZTgxZTASNDIZzMm
JkIiwic2NvcGUi0iJvcGVuaWQgYWNyIHIvbGVzIGVtYWlsIHByb2ZpbGUgd
2VilLW9yaWdpbnMgYmFzaWMifQ.epzluDOU2neC5wYzkKTrI0Sx5qDkdvy75
0ZK9cIXXaRi_x4Vi3x79w8D8UNE4FCRhvs8mZ-P4ucf40tArS4Lkws22%7D
; Path=/; Max-Age=31104000; HttpOnly; Secure; SameSite=Lax
Set-Cookie: neon_login_indicator=; Path=/;
Domain=neon.tech; Max-Age=604800; Secure
Strict-Transport-Security: max-age=63072000;
includeSubDomains; preload

Vary: Origin

Vary: Cookie

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-Neon-Ret-Request-Id: 573631f8-2d05-4cc9-bd00-d2180fe566ea
ff-Cache-Status: DYNAMIC

Server: cloudflare

Cf-Ray: 9480blec29f434ad-0RD

{
"invoices": [
]

¥




Takeaways

e CORS = JS-level gatekeeper, not er
e Always pair with strong server-side auth/authorization

e Best practice: whitelist exact origins, never * with credentials, validate Origin

server-side




MIork Summary

Low-Impact Authorization/Authentication Issues

- Insecure direct object references (IDOR) with
low-privilege data

Subdomain Takeovers

-  Enumerate unused subdomains (especially
under neon.build)
Check for CNAMEs pointing to decommissioned
services

Verbose Error Messages in APIs

- Send malformed JSON or unexpected data types
- Trigger deserialization/parsing errors data types
- Explore /api/v2/ for error leaks with internal structure details




HackerOne

Indirect Object References (IDOR) Testing Overview

O 1 Testes 3 main API categories
O 2 Used Burp Suite for traffic analysis

O 3 Cross-account access attempts



Insecure Direct Object Reference (IDOR)
Vulnerability

1. Hacker identifies web applicationusing 2. Valid http request is executed and direct
direct object reference(s) and requests object reference entity is revealed
verified information

https://example.com/account?id=1234

Hacker *  Server
https://fexample.com/account?id=1235

3. Direct object reference entity is manipulated 4. http request is performed without user
and http request is performed again verification and hacker is granted access to
sensitive information

What Are Indirect Object
References?

- Vulnerability allowing unauthorized access through ID
manipulation

- Occurs when applications lack proper access control
verification

- Attackers modify URLs or parameters to access restricted
data

- Common in APIs, databases, and file systems

HackerOne

Target APIs Identified

° User Authentication (/api/v2/users/me)
° Project Management (/api/v2/projects)
° Consumption Data (/api/v2/users/me/consumption)

What is Burp Suite?

Burp or Burp Suite is a set of tools used for

. It is developed by the company named
Portswigger. It is the most popular tool among professional web
app security researchers and

Testing Methods

—  Project ID manipulation
—  User ID modification
— SQL Parameter Injection

— Cross-account session testing



Methodology

Used Burp Suite’s
Interceptor to grab
traffic from
neon.tech

Step 01

Analyze request
structure, and send

Observed the traffic intercepteq request
and note key GET " to Burp SUITe§
and POST requests repeater function

Step 03

Step 02

Create Two accounts
on the service

These will be used to
test inter-account
information access

Step 04

Manipulate requests
Authentication data,
Project Endpoints,
Database/Branch
Operations,

Step 05 Observe response
from the site, note
headers and
response info

Step 06



Results

Attack Vectors

e Project Access

e User Information
e Consumption data

Results

{

e NoIDOR vulnerability endpoints request_id":"6dfb81f7-10c2-4c51-a807-1689946223

n.n.

e Broad Error Messages 3f" "code”:"", "message”:"supplied credentials do not
pass authentication”

)



Bug Bounties

Bug Bounty Attack 2

Subdomain Takeovers




HackerOne

What is a Canonical Name (CNAME)
e e  These names . For

example, if you want to host a website at www.example.com,
Vietim Website with and it is originally hosted on example1proj.vercel.app. The
CNAME allows a record to be created, and this record allows
the DNS to

= Subdomain Takeover Vulnerabilities

“ Clients {}/

Access to main domain cookies
Cross-Site Scripting
Circumvent security policies
Gather sensitive information

What is a Subdomain Takeover

Subdomain Testing Methodology
A subdomain is a separate section of a website

that uses a unique URL, but resides under your
main domain name

— Reconnaissance

- Takeover — Check for Dead Subdomain Connections
- Take control over abandoned/Inactive
subdomains — DNS Record Analysis

- Uses Canonical names to gain access .
— Note Vulnerable enpoints


http://www.example.com/

In Analysis

onducted comprehensive subdomain
discovery across three primary Neon
domains to map the aftack surface

—  Used automated tools to identify all
associated subdomains and development
environments

—  This phase established the foundation for
identifying potential takeover targets

HackerOne

—  Systematically categorized 215 total
subdomains into 175 active and 40 inactive
endpoints

—  Filtered dead subdomains by HTTP error
codes to identify abandonment patterns

—  This segregation focused testing efforts on
the most vulnerable targets

—  Analyzed DNS configurations for each dead
subdomain to identify dangling CNAME
records

—  Created automated scripts to efficiently
process DNS lookups across all targets

—  This analysis revealed potential takeover
opportunities where services no longer exist

— 3 Dead/ Abandoned Endpoints that are at risk
for attackers



at this Script does

Reads dead subdomains from dead-subdomains.xt file

Cleans domain names by removing https://, URL paths, and
status codes from httpx output

Queries DNS records for each cleaned subdomain using
dig command

Identifies dangling CNAMEs that point to external services

Saves results to dns-records.xt for analysis of potential
subdomain takeover vulnerabilities




Bug Bounties

Bug Bounty Attack 3

Verbose Error Messages In
APls




® Failed to load resource:
® fFailed to load resource:
# Failed to load resource:
#® Failed to load resource:
® Failed to load resource:
® Failed to load resource:
# Foiled to load resource:
® Failed to load resource:
® Failed to load resource:
® Failed to load resource:
# Failed to load

Why this is important

Information disclosure can reveal:

Database structure and table names
Internal file paths and directory structure
Framework versions and dependencies
Server configuration details

Business logic and validation rules

Real Worl Examples

e  Nefflix API leak exposed internal architecture through error
messages

e GitHub API historically leaked repository existence through
error variations

) Stripe APl error messages revealed payment processing
internals



Testing Methodology & Tools - APl Error
Exploitation

Objective: Identify improperly handled or overly descriptive
error responses in Neon’s /api/v2/ endpoints. ApproaCh
Goal: Discover Errors that leak: Fuzzing malformed inputs: Send intentionally broken or
e  Stack traces incorrectly typed JSON payloads.
e Internal file paths Trigger edge-case failures: Use unexpected characters,

types (e.g., array instead of object), or missing fields.

e  Function/class names
Force parsing or deserialization errors: Attempt to break

e Framework or tech stack info backend handling logic.

Example:

n o,

{ "user_id": ["not", "a", "string"] }
{ "incomplete_payload”:



Tools Used

Key Tools Setup

Burp Suite (or Postman): Manual request crafting, e Use the unique header

parameter tampering, intercepting responses. X-Bug-Bounty:HackerOne-username to ensure
compliance with testing rules.

ffuf or Intruder (Burp): Fuzzing input fields with

malformed payloads. e Target only in-scope endpoints, especially
/api/v2/.

hitpx (ProjectDiscovery): Confirm which endpoints are live

and responsive.

jq or custom Python scripts: To parse and filter responses
for error patterns



Why It's Important

Security Implications Value to Neon
Verbose errors can expose internal logic, architecture, Reducing verbosity prevents reconnaissance by bad
and stack traces. actors.
These details help attackers: Aligns with secure coding practices and OWASP API
Security Top 10 (AP16:2023 - Unrestricted Access to
e  Map internal services Sensitive Business Flows).

e Identify backend frameworks and vulnerable
libraries

e  Craft targeted exploits (e.g., RCE, privilege
escalation)



Al & How To Write A Report

Vulnerability Report & Latest In
The Field



Standards For Vulnerability Reports
Contents

e Concise Summary Title

e Summary

e Steps to Reproduce

e Expected vs. Actual Behavior

e Impact & CVSS Rating

e Supporting Material:
Takeaways
e Reports are Information so be direct, clear, and concise

e Thereportis useless if reviewers cannot reproduce the vulnerability using your
directions



Common Vulnerability Scoring System - CVSS Scores

What it is

Industry-standard way to rate the
severity of a vulnerability

Helps triage teams prioritize fixes by
standardizing impact

Base Score (0.0-10.0)

Exploitability: how easy is it to exploit?
Attack vector

o  Attack complexity

o  Privileges required

o  Userinteraction

@)

Impact: what gets affected if exploited?
o  Confidentiality
o Integrity
o Availability

Severity
Rating

CVSS 3.1
Score

Description

Exploitation of the vulnerability allows an attacker administrative-level
access to systems and/or high-level data that would catastrophically
impact the organization. Vulnerabilities marked CRITICAL require
immediate attention and must be fixed without delay, especially if they
occur in a production environment.

Exploitation of the vulnerability makes it possible to access high-value
data. However, there are certain pre-requisites that need to be met for
the attack to be successful. These vulnerabilities should be reviewed
and remedied wherever possible.

Exploitation of the vulnerability might depend on external factors or
other conditions that are difficult to achieve, like requiring user
privileges for a successful exploitation. These are moderate security
issues that require some effort to successfully impact the environment.

Vulnerabilities in the low range typically have very little impact on an
organization's business. Exploitation of such vulnerabilities usually
requires local or physical system access and depends on conditions
that are very difficult to achieve practically.

These vulnerabilities represent significantly less risk and are
informational in nature. These items can be remediated to increase
security.




CVSS Vector String

What it is

e Compact individual metrics
that make up a CVSS Base

Score.
Example:
e AV:N/AC:L/PR:N/UI:N/S:U/C:H/
I:H/A:N

Metric Value

AV:N Attack Vector: Can be exploited
NEtSE internet

AC:L Attack No special conditions rec
Complexity: Low exploit

PR:N Privileges Attacker doesn’t need to be I
Required: None ;

UI:N User Interaction: | No action from the user is ne
None

S:U Scope: Exploit only impacts the sa
Unchanged domain

C:H Confidentiality: | Major data exposure is po
High

I:H Integrity: High Data could be manipula

A:N Availability:

None

System availability is nc




Bans On Al Bugs reports Begin

“Curl project founder snaps over
deluge of time-sucking Al slop bug
reports”

The misconception that vulnerability threat assessments to
identify bugs is easy because it accessible has made a
convenient target for unorganized Al automation

Daniel Stenberg
curl CEO. Code Emitting Organism
i 16h - Edited

That's it. I've had it. I'm putting my foot down on this craziness.

1. Every reporter submitting security reports on #Hackerone for #curl now needs to
answer this question:

"Did you use an Al to find the problem or generate this submission?"

(and if they do select it, they can expect a stream of proof of actual intelligence follow-up
questions)

2. We now ban every reporter INSTANTLY who submits reports we deem Al slop. A
threshold has been reached. We are effectively being DDoSed. If we could, we would
charge them for this waste of our time.

We still have not seen a single valid security report done with Al help.

https://www.theregister.com/2025/05/07/curl_
ai_bug_reports/
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