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Why Cryptography?

Confidentiality Integrity
Information is kept private Data is unaltered
Authentication Non-repudiation

Verifying the identity of the sender/receiver Neither party can deny sending a message



Goal: Implement AES
and RSA to encrypt
entire files




Step 1: AES



KeyExpansion

SubBytes

ShiftRows

MixColumns

AddRoundKey



KeyExpansion

Purpose: Expand initial key into round keys

Steps:

1. RotWord: rotate the bytes in a word

2. SubWord: Substitute each byte using an S-box Wo | Wy | W, | W5 | 4-word key -> 11 round keys

3. Rcon: XOR the word with a round constant

x 10



SubBytes

Purpose: Substitute each byte with another byte using an S-box

00 01 02 03 04 05 06 07 08 09 Oa Ob | Oc Od Oe Of

00|63 |7c 77 |7b |f2 |6b|6f | c5|30|01 67 |2b fe |d7 ab |76
10 |ca 82 |c9 |7d | fa 5947 |f0 |lad d4 a2 |af |9¢c|ad4 |72 | cO

20 b7 |fd (93|26 36 | 3f |[f7 ' cc |34 a5 e5|f1 |71 |d8 |31 15

30 04 |c7 23 |c3 18 /96|05 9a |07 12 80 |e2|eb |27 b2 75

40 09 |83 2c 1a | 1b | 6e|5a a0 52 3b d6 b3 |29 |e3 2f 84

-
50 53 |d1 00 ed | 20 fc bl 5b| 6a cb\b_aSQ 4a | 4c | 58 | cf

5A -> BE 60 dO |ef aa|fb 43 4d |33 8545 f9 02|7f |50 | 3c | 9f a8
70 51 |a3 40 8f 92 /9d |38 f5 bc b6 da|21 |10 ff |f3 d2

80 cd |Oc 13 ec 5f 97|44 17 |c4 a7 7e|3d |64 |5d | 19 73

90 60 |81 4f dc 22 2a |90 88 46 ee b8|14 |de|5e  0Ob db

a0 e0 |32 3a|0a 49 06|24 5¢c | c2 d3 ac|62|91 |95 ed4 79

b0 | e7 |c8 37 |6d|8d d5 4e a9 |6¢c |56 f4 |ea | 65|7a ae 08

c0 ba |78 25 2e 1c a6 b4 c6 e8 dd 74| 1f |4b|bd | 8b 8a
d0 | 70 | 3e b5 |66 |48 03 |f6 |Oe | 61|35 57| b9 | 86 cl1|1d 9e
e0 el |f8 98|11 69 d9|8e 94 9b 1e 87 |e9 |ce | 55|28 df

Image Source: Wikipedia



ShiftRows

Purpose: Perform a left-circular shift of each row

O(1]2 |3 | 0shits— 0| 1|2]3
4 |56 |7 |— 1shit —1 516 |7 |4
89 10|11 |— 2shits —| 10|11 | 8 | 9
1211314 |15 | — 3shits — | 1512 13 | 14




MixColumns

Purpose: Multiply each column by a preset matrix

S0,0 | So,1 | So0,2 | So,3 S'0,0/S0,1|S02|S03
S1,0|S1,1|S12|S13 S'10[8'1,1/S1,2|8"13
S20|S21|S22|S23 S'20[82,1|S22(823
S3,0| 531|532 |S33 S'30[S'3,1|S32|S'33
0203|0101 So.c S'o.c
0102|0301 . | St _ Sy ¢
01010203 So ¢ S's ¢
0301|0102 S3.¢ S's¢




AddRoundKey

Purpose: Combine round key with state

D | Wi | Wit | Wiz | Whes

XOR state with word of round key



Extension to a file
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1. Read 2. Break file 3 Encrvot 4. Write
bytes from Into blocks ' yP encrypted
file bytes

(reverse to decrypt)



ECB Mode

* Encrypt each
block separately

« Combine blocks

o o 9




CBC Mode

» Add padding

« XOR with IV
* Encrypt first block

« XOR encryption
of previous block
with plaintext of

b b
\i \i
P P P next block
|
v

* Encrypt next

block




Padding - PKCS#7

 Fill block with value of the number of blocks to be filled
* |f block is full, add 16 bytes to the end

o|1(2|3|4|5|6|7|8]|9|10(11|12]|13 |14

25 |DS|A0O|FA |32 |60 |OA| 33|45 |FB| 96

16 — (length of block % 16)
16 — (11 % 16)
16-11=5

o|1(2|3|4|5|6|7|8]|9|10(11|12]|13 |14

25 |DS|AO|FA | 32|60 |0A |33 |45 |FB| 9 | 05| 05|05 | 05




Extension to a file (with padding
and CBC)

0I0 " O

1. Read bytes 2. Break file into 3. Add padding 4. XOR with
from file blocks previous block
6. Update 7. Write
5. Encrypt

previous block encrypted bytes



Step 2: RSA



Key Generation - Example

P*q (p-1)"(a-1)



Key Generation: Rules for e
(public key)

X ged(2, 122364) = 2

1.1<e<P(n) X gcd(3, 122364) = 3
2. e is coprime with ®(n)

M god(s, 122364) = 4

gcd(5, 122364) = 1



Key Generation: Rule for d
(private key)

(e *d) =1 mod ®P(n)
(e *d) mod ®(n) = 1
e*d+P(n)y="1

5*d+ 122364 *y = 1

122364 = 24472 * 5 + 4 - ~1=5-17%4

/1 = 51 * (122364 — 24472 * 5)
5=1*4+1]

1=58%24473 — 122364 * 1



Encrypting and Decrypting
Messages

Encryption Decryption
C =Meé mod n M=Cdmod n

0 =

e=95 d =24473
n= 123181 n= 123181




Extension to Encrypt AES
Symmetric Key

1. Encrypt each byte of key separately

E2 | BA|F3 |06 | A7 |5C |43 |54 |[D3|B5|F2|AD| 56 | C3|8B | 08
J /7 /7 /1 1 | | N U N NN

I
Cm = > €= €= C= €= C= C= &= €= ¢
|

//////l

2797 | 2683 | 1898 | 2486 373 | 1623 | 3073 | 2617 | 3044 | 1804 | 1781 | 2909 | 2470 | 2168




Extension to Encrypt AES
Symmetric Key

2. Use large enough primes to encrypt key all together

E2 |BA|F3 |06 |A7|5C |43 |54 |D3|B5|F2|AD| 5 |C3|8B | 08

b"'\xe2\xba\xf3\x06\xa7\\CT\xd3\xb5\xf2\xadV\xc3\x8b\x08'

|
0 =

|

b"\x08+\xd7\xd2\xc9\xdb\xb4\xe8\xb4 CG\x9\x85\x16i\x8d\xc5\x057\x19\x0fB\xef\x18\xd 3’



Digital Signatures

Authenticate the identity
of the sender and

guarantee the integrity of
the message




Digital Signatures: Hash

# D4

Message SHA Hashed Message




Digital Signatures: Sign

DA = 8

Hashed Message  Sender’s Private Key Signature



Digital Signatures: Verify

H DAL
R # B

Message SHA Hashed Messag

J@ﬁIZI/ @

Trust

. Sender’s
Signature Public Key Hashed Message



Step 3: Combine




Encrypt

Plaintext _
AES Symmetric Key Ciphertext

P |=
= —— G s

RSA Public Key Encrypted AES
Symmetric Key




Decrypt

Ciphertext

=
.+ G

Encrypted AES
Symmetric Key

A 4

AES Symmetric Key

P

o =

RSA Private
Key

Plaintext




'. @ - testfile.txt
This is a test of

Message: AES and RSA
encryption!|
Encrypt g
900 - testfile.txt

A# C«EA®S1|Yu j~cAd =ich“Ev:Lx~aIGfiflg[[FIYA’

Decrypt '®o0 @ - testfile.txt

This is a test of
AES and RSA

encryption!




Message:

COMP 482

Syllabus Schedule CollabCenter Kit Topic Presentation Course Project Supplem

COMP 482 Cybersecurity Encrypt

Spring 2025 - Department of Computer Science « Kalamazoo College

Class Time: MWF 1:20 PM - 2:35 PM Bl Room: OU312 B Instructor: Dr. Nicholas Polanco

SYLLABUS

COMP 482 is an introduction to a variety of topics in cybersecurity. The course will cover computer security technology and principles (e.g., encryption,
database security, distributed denial of service, etc.), software security (e.g., operating systems, mobile devices), network security (e.g., intemet service
protocols, VPN services, authentication apps), and privacy concerns (e.g., modern systems and data, implications of data gathering). We will explore
additional topics of interests through project work and student presentations on additional concepts.

You may use Virtual Machines (VM's) and Kali Linux to study some of the i and principles of cy L , you must always
comply with Kalamazoo College's policies and terms of use. You can find a link to those here, and see the section on "Unacceptable Use".

About COMP 482 '

The file “Test.png” could not
be opened.

Prerequisites COMP 210 (Data Structure)
MATH 250 (Discrete Mathematics) or MATH 330 (Abstract Algebra I)

ollabCenter Kit Topic Presenta

COMP 482 Cybersecurity

Spring 2025 - Department of Computer Science « Kalamazoo College

Class Time: MWF 1:20 PM - 2:35 PM Bl Room: OU312 |§

Course Project Supplemental Material

It may be damaged or use a file format
that Preview doesn’t recognize.

SYLLABUS

COMP 482 is an introduction to a variety of topics in cybersecurity. The course will cover computer security technology and principles (e.g., encryption,
database security, distributed denial of service, etc.), software security (e.g., operating systems, mobile devices), network security (e.g., internet service
protocols, VPN services, authentication apps), and privacy concerns (e.g., modern systems and data, implications of data gathering). We will explore
additional topics of interests through project work and student presentations on additional concepts.

You may use Virtual Machines (VM's) and Kali Linux to study some of the functions and principles of cybersecurity. However, you must always
comply with Kalamazoo College’s policies and terms of use. You can find a link to those here, and see the section on "Unacceptable Use".

Decrypt About COMP 482

Prerequisites COMP 210 (Data Structure)
MATH 250 (Discrete Mathematics) or MATH 330 (Abstract Algebra I)



* Not using large primes or
generating them

* Pseudorandom values for AES
symmetric key

* Not efficient




Challenges

1.

Multiplication
in GF(28)

2. CBC and
Padding

3. Required
length of n




Opportunities to Extend

© &

Optimizing Complete full Generating primes
iImplementation PKCS#7 and randomness

?




My Takeaways

The algorithms behind these methods of encryption are not as complex as | would have guessed

Encryption algorithms capitalize on computers’ inefficiencies

Just as we have replaced old methods of encryption, we need to continue to advance research in
cryptographic algorithms




o

Thank You!

Questions?

1010
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