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Why Cryptography?

Information is kept private

Confidentiality

Data is unaltered

Integrity

Neither party can deny sending a message

Non-repudiation

Verifying the identity of the sender/receiver

Authentication



Goal: Implement AES 
and RSA to encrypt 
entire files
Without the use of libraries



Step 1: AES



Primary Steps 
for AES-128

KeyExpansion

SubBytes

ShiftRows

MixColumns

AddRoundKey



KeyExpansion

Purpose: Expand initial key into round keys

1. RotWord: rotate the bytes in a word

2. SubWord: Substitute each byte using an S-box

3. Rcon: XOR the word with a round constant

Steps:

W0 W1 W2 W3 4-word key -> 11 round keys

x 10



SubBytes

Purpose: Substitute each byte with another byte using an S-box

5A -> BE

Image Source: Wikipedia



ShiftRows

Purpose: Perform a left-circular shift of each row

0 1 2 3
4 5 6 7
8 9 10 11

12 13 14 15

0 1 2 3
5 6 7 4

10 11 8 9
15 12 13 14

1 shift

2 shifts

3 shifts

0 shifts



MixColumns

Purpose: Multiply each column by a preset matrix 

s0,0 s0,1 s0,2 s0,3
s1,0 s1,1 s1,2 s1,3
s2,0 s2,1 s2,2 s2,3
s3,0 s3,1 s3,2 s3,3

s'0,0 s'0,1 s'0,2 s'0,3
s'1,0 s'1,1 s'1,2 s'1,3
s'2,0 s'2,1 s'2,2 s'2,3
s'3,0 s'3,1 s'3,2 s'3,3

02 03 01 01
01 02 03 01
01 01 02 03
03 01 01 02

s0,c
s1,c
s2,c
s3,c

s'0,c
s'1,c
s'2,c
s'3,c

* =



AddRoundKey

s0,0 s0,1 s0,2 s0,3
s1,0 s1,1 s1,2 s1,3
s2,0 s2,1 s2,2 s2,3
s3,0 s3,1 s3,2 s3,3

Wi Wi+1 Wi+2 Wi+3

XOR state with word of round key

Purpose: Combine round key with state



Extension to a file

1. Read 
bytes from 

file

2. Break file 
into blocks 3. Encrypt

(reverse to decrypt)

4. Write 
encrypted 

bytes

…



ECB Mode

• Encrypt each 
block separately

• Combine blocks

Plaintext P1 P2 Pn

Ciphertext C1 C2 Cn



CBC Mode

• Add padding
• XOR with IV
• Encrypt first block
• XOR encryption 

of previous block 
with plaintext of 
next block

• Encrypt next 
block

Plaintext P1 P2 Pn

Ciphertext C1 C2 Cn

IV



Padding – PKCS#7

• Fill block with value of the number of blocks to be filled
• If block is full, add 16 bytes to the end

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
25 D5 A0 FA 32 60 0A 33 45 FB 96

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
25 D5 A0 FA 32 60 0A 33 45 FB 96 05 05 05 05 05

16 – (length of block % 16)
16 – (11 % 16)

16 – 11 =  5



Extension to a file (with padding 
and CBC)

1. Read bytes 
from file

2. Break file into 
blocks

5. Encrypt
7. Write 

encrypted bytes

3. Add padding 4. XOR with 
previous block

6. Update 
previous block



Step 2: RSA



Key Generation - Example

p = 619 q = 199

n = 123181 Φ(n) = 122364

p*q (p-1)*(q-1)



Key Generation: Rules for e 
(public key)

1. 1 < e < Φ(n)
2. e is coprime with Φ(n) 

2

3

4

5

gcd(2, 122364) = 2

gcd(3, 122364) = 3

gcd(4, 122364) = 4

gcd(5, 122364) = 1

Often pre-chosen value such 
as 65537



Key Generation: Rule for d 
(private key)

(e * d) ≡ 1 mod Φ(n)
(e * d) mod Φ(n) = 1

e * d + Φ(n)*y = 1
5 * d + 122364 * y = 1

122364 = 24472 * 5 + 4

1 = 5 * 24473 – 122364 * 1
5 = 1 * 4 + 1

1 = 5 – 1 * 4

]
1 = 5 – 1 * (122364 – 24472 * 5)

]



Encrypting and Decrypting
Messages
Encryption
C = Me mod n

Decryption
M = Cd mod n

M = 62 C = 35735 

e = 5
n = 123181

M = 62 C = 35735 

d = 24473
n = 123181



Extension to Encrypt AES 
Symmetric Key 

1. Encrypt each byte of key separately

E2 BA F3 06 A7 5C 43 54 D3 B5 F2 AD 56 C3 8B 08

2 2797 2683 1898 2486 51 373 1623 3073 2617 3044 1804 1781 2909 2470 2168



Extension to Encrypt AES 
Symmetric Key 

2. Use large enough primes to encrypt key all together

E2 BA F3 06 A7 5C 43 54 D3 B5 F2 AD 56 C3 8B 08

b'\xe2\xba\xf3\x06\xa7\\CT\xd3\xb5\xf2\xadV\xc3\x8b\x08'

b'\x08+\xd7\xd2\xc9\xdb\xb4\xe8\xb4CG\x9f\x85\x16i\x8d\xc5\x05?\x19\x0fB\xef\x18\xd3'



Digital Signatures

Authenticate the identity 
of the sender and 

guarantee the integrity of 
the message



Digital Signatures: Hash

Message Hashed MessageSHA



Digital Signatures: Sign

Hashed Message Sender’s Private Key Signature



Digital Signatures: Verify

Hashed Message
Sender’s 

Public KeySignature

Message Hashed MessageSHA
Compare

Trust



Step 3: Combine



Plaintext Ciphertext

RSA Public Key Encrypted AES 
Symmetric Key

AES Symmetric Key

Encrypt



PlaintextCiphertext

RSA Private 
Key

Encrypted AES 
Symmetric Key

AES Symmetric Key

verify

Decrypt



Message:

Encrypt

Decrypt



Message:

Encrypt

Decrypt



Shortfalls

• Not using large primes or 
generating them

• Pseudorandom values for AES 
symmetric key

• Not efficient



Challenges

1. 
Multiplication 

in GF(28)

2. CBC and 
Padding

3. Required 
length of n



Opportunities to Extend

Optimizing 
implementation 

Complete full
PKCS#7

Generating primes
and randomness



My Takeaways

The algorithms behind these methods of encryption are not as complex as I would have guessed

Encryption algorithms capitalize on computers’ inefficiencies

Just as we have replaced old methods of encryption, we need to continue to advance research in 
cryptographic algorithms



Thank You!
Questions?
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