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1990-1999

AI applied defensively through 
rule-based expert systems and 
statistical anomaly detection 

2000-2009

Supervised machine learning 
implemented in defenses, attackers 
begin adversarial manipulation

2010-2019

Deep learning & automated response 
systems while offensive begun AI 
social engineering 

2020-2025

Generative AI reshaped 
defense & offense: 
AI-vs-AI battles



1990-1999 Early AI in Cybersecurity

Intrusion Detection 

IDS used expert systems 
to detect suspicious 
activity. 

Anomaly Findings

Established a baseline of 
normal system behavior 
and flagging alterations 
as potential threats.

Limitations

Ability to detect novel 
attacks, high false 
positive rates, and 
difficulty in maintaining 
and updating systems. 



AI in Cybersecurity 
(2000-2009)

● Early cybersecurity applications

○ Spam Filters

○ Phishing Filters

○ URL filters

● Introduction of Supervised 
machine learning methods 



What Is Supervised 
Machine Learning?

● Uses labeled training data

● Establishes relationships 

between inputs and outputs

● Models are tested to verify 

training success



Spam Filters

● SpamAssassin
○ 2001

○ Developed by Justin 
Mason

○ Assigns "spam score" to 
emails

○ Over 700 tests for 
evaluation

○ Scalable with 
customizable thresholds



Phishing Filters

● CANTINA+ 
○ 2007
○ Content-based phishing 

detection system
○ Three major modules:

■ Similarity analysis 
via hashing

■ Login form 
verification

■ Feature-based 
classification (15 
key features)



CANTINA+ Contd.

URL-based features (embedded 
domains, IP addresses)

HTML-based features (form analysis, 
URL matching)

Web-based features (domain age, 
search rankings)

Uses Bayesian Network algorithm



URL Filtering

● AOL & RuleSpace (2001)

○ Contexion Services 
implementation

○ Context-aware AI 
analysis beyond 
keywords

○ Distinguished between 
similar but different 
content categories

○ Early significant 
application of AI in web 
filtering



2010-2019 

Deep Learning & Social Engineering

● Why Deep Learning Matters

● Commercial Adoption & ‘Immune-System’ Defense

● Toward Automatic System Response 

● Offensive AI Arrives

● Takeaway



Why Deep Learning Matters

Hardware 
inflection-point

Convolutional 
Neural Networks RNNs & LSTM

TechSpot: A Brief Analysis of GPU Processing Efficiency Developers Breach:Convolutional Neural Network | Deep Learning

https://www.techspot.com/article/2008-gpu-efficiency-historical-analysis/
https://developersbreach.com/convolution-neural-network-deep-learning/


Commercial Adoption & ‘Immune-System’ Defense

Adoption
Darktrace Immune 
Systems

AI Antivirus 
Software

Adoption



Towards Automatic System Response

AI Antivirus Software AdoptionCyber Grand Challenge Security Orchestration, Automation & Response 



Offensive AI Arrives & Takeaways

AI Antivirus Software AdoptionIBM DeepLocker Deepfake Voice Heist



2020 - Current
The Age of Generative AI



MultiModel AI 
● Processes and generates information 

● Enables natural, context-rich interactions 

● Real-world uses for education, healthcare, and creative tools

● Challenges are aligning data across modes, high computing costs, and risks of bias

 



Black Mamba - LLM Polymorphic Keylogger

Components Malicious Prompt Engineering Execution & Exfiltration



CrowdStrike: Charlotte AI

● AI-Powered SOC Assistant

● 98% Detection Accuracy

● Saves 40+ Hours/Week

● Plain Language Queries

● Multi-AI Architecture

● Pros & Cons Overview 



Activity: LLM Prompt Engineering
Try and bypass the safety checks and get an LLM to provide you 
malware. 
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