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OVERVIEW

- Standard Encryption Methods

- Quantum Computing

- Post Quantum Encryption Methods

“…nobody really understands quantum mechanics.” – Richard Feynman



STANDARD ENCRYPTION

Symmetric and Asymmetric



Plaintext AES-256
RSA: 

Sender’s 
Private Key

RSA: 
Recipient’s 
Public Key

Ciphertext

TYPICAL PROCESS



QUANTUM CURVEBALL

RSA Encryption



QUANTUM DECRYPTION PROCESS

1. Make a crappy guess, g

2. Classical Part
1. Euclidean Algorithm
2. Shor’s Algorithm

3. Quantum Part



EUCLIDEAN ALGORITHM

- Algorithm for finding the greatest common divisor of two 
numbers. GCD(N,g)

Rules:

1. If N = 0, then GCD(N,g) = GCD(0,g) = g

2. If g = 0, then GCD(N,g) = GCD(N,0) = N

3. Uses the quotient remainder form: 

   N = g*Q + r à N mod g



EUCLIDEAN ALGORITHM

Example:

GCD(544, 119)

 à 544 = 119*4 + 68

GCD(119, 68)

 à 119 = 68*1 + 51

GCD(68,51)

 à 68 = 51*1 + 17

GCD(51,17)

 à 51 = 17*3 + 0

GCD(17, 0)

 à GCD(544,119) = 17



SHOR’S ALGORITHM

𝐴, 𝐵	⇒
	
𝐴" = 𝑚 ( 𝐵 + 1	

No common factors



SHOR’S ALGORITHM

𝑔" = 𝑚 ( 𝑁 + 1	⇒
	
𝑔"/$ ± 1 = 𝑚 ( 𝑁

𝑔!/# + 1 𝑔!/# − 1 = 𝑚 ' 𝑁



THE QUANTUM PART

- Quantum Superposition: a linear combination of quantum states 
(this linear combination is itself a quantum state)

| ⟩𝜑 = | ⟩1 + | ⟩2 + | ⟩3 + | ⟩4 + ⋯+ | ⟩𝑁 − 1



THE QUANTUM PART

| ⟩𝜑 	→
	
𝑓 𝜑 = 𝑔"	→

	
| ⟩𝜑, 𝑔" 	→

	
𝑓 𝑔" = 𝑚 . 𝑁	 − 𝑔"	→

	
| ⟩𝜑, 𝑟

⟩|𝜑, 𝑟 = | ⟩1, 32 	+ | ⟩2, 6 + | ⟩3, 17 +⋯



THE QUANTUM PART

⟩|𝜑, 𝑟

⟩|𝑟
à

𝑔! = 𝑚" / 𝑁 + 𝑟

𝑔!#$ = 𝑚% / 𝑁 + 𝑟

𝑔!#%$ = 𝑚& / 𝑁 + 𝑟
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QUANTUM FOURIER TRANSFORM

| ⟩𝜑" + | ⟩𝜑% + ⟩𝜑& +⋯ 	→
	
𝑄𝐹𝑇	→

	 1
𝑃
⟩	

“The Fourier transform is a mathematical formula that transforms a signal sampled in time or space 
to the same signal sampled in temporal or spatial frequency. In signal processing, the Fourier 
transform can reveal important characteristics of a signal, namely, its frequency components.” 
       – Mathworks.com

⟩|𝑟 = | ⟩𝜑#, 𝑟 + | ⟩𝜑$, 𝑟 + | ⟩𝜑%, 𝑟 + ⋯



QUANTUM CURVEBALL

𝑔
!"#$%&'!(

	𝑃	→
	
𝑔∗

+,-./0123	4.5.
	𝑟 = 0?

7&
	𝑅𝑒𝑝𝑒𝑎𝑡	𝑤𝑖𝑡ℎ	𝑔∗

Yes

Access Information



QUANTUM CRYPTOGRAPHY

•Quantum Key Distribution (QKD)
•Quantum coin-flipping
•Position-based
•Device-independent
•Kek protocol
•Y-00 protocol

Using the principles 
of quantum 

mechanics to utilize 
encryption and 

secure the 
transmission and 
storage of data



QUANTUM KEY DISTRIBUTION

Not for encrypting data, but to establish a secure key 
exchange by two parties

• Photon light particles are sent across fiber optic cables 
as a qubit (either 1 or 0, based on the spin)

• The sender uses polarized filters to fixate the 
orientation of each photon to a certain position

• The receiver uses two beam splitters to read the 
position of each photon 

• Compare the received orientations and the sent 
orientations to make sure they match and were not 
tampered with

Image: https://wpo-altertechnology.com/quantum-key-distribution-qkd/



BENEFIT

Quantum Mechanic: a particle cannot 
be observed without tampering with the 
particle, in some way

• Eavesdropping is theoretically 
impossible

• Observation is detectable

• “Unbreakable”

VULNERABILITIES

• Requires special equipment

• $$$$

• Increased risk to insiders

• Denial of Service Attacks

THE GOOD AND THE BAD



CURRENT PROBLEM

• Powerful quantum computers 
make current cryptographic 
standards obsolete

• Harvest now, decrypt later

• Need to prepare

Image: https://www.citypng.com/photo/8370/hd-among-us-orange-
crewmate-character-with-sus-sticky-note-hat-png



POST-QUANTUM CRYPTOGRAPHY

Post-Quantum Cryptography (PQC) are algorithms deemed secure 
enough to withstand an attack from a quantum computer

NIST hosted a competition

- Cryptography experts submitted 82 algorithms

- 69 were analyzed and evaluated

- Found 15 of the top candidates

- Released standards for 4 of these algorithms*

*Only 3 have been officially released 



NIST PQC STANDARDS

ML-KEM         
(Kyber)

Key encapsulation 
mechanism for 

general encryption

ML-DSA    
(Dilithium)

Lattice-based for 
digital signatures 

(module vector spaces)

NL-DSA         
(Falcon)

Lattice-based for 
digital signatures 

(NTRU lattices)

SLH-DSA 
(SPHINCS+)

Stateless hash-based 
digital signature 

scheme

https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf


LATTICE-BASED

Closest Vector Problem and Shortest Vector Problem



LEARNING WITH ERRORS

Images from ChalkTalk youtube video: 
https://youtu.be/K026C5YaB3A?si=yFmMreh2ikb3amno



TAKEAWAYS

• Quantum computers are on the horizon

• Really good at making guesses

• Be proactive - integrate PQC algorithms

• But, quantum is confusing

• And does anyone really understand it?
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